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Did You Know?

Merchant Manager Timeline
th] " Revew deparmental 81% of hacking-related breaches
S procedures leveraged either stolen and/or weak
o © Review CreditCard
3 Terminal Quality Control passwords
{ Checklist (2017 Verizon Data Breach Investigation Report)

* Rewew Employee Access
Don't share your account and

password with anyone. This is in
the Acceptable Use Policy.

Don't write your password down.
Never use your William & Mary
password for any other service.
Be aware of phishing.

Enable two-factor authentication

* Revew PCI DSS Security
Awareness Program
Roster

c let I .
PETE.E:;;:::: (like Duo) on every account that

supports it

How can you create an effective
password? Visit
https://www.wm.edu/offices/it/servi

June/July

Reminders Question Centl‘al ces/security/passwordsecurity/
SAQ Survey In June

Have Compliance Pieces in Order How Can We Help You?

3rd Party AOC Have a Question?

Review Department
Procedures
Update Logs Email: PCl@wm.edu

Reconcile User Access to or visit us at
Payment Systems https://www.wm.edu/paymentcardprocessing

PCl Committee Spotlight

Meet Kelly Johnson. Kelly has been with the Bursar Office for 7 years
and leads the finance and compliance portion of PCI. She loves flower
gardening, beach-time, wildlife and spending time with friends and
family.



https://www.wm.edu/offices/it/services/network/duo/index.php

